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The Weaponry & Strategies of Digital Conflict

Modern societies around the world, as well as the militaries that defq
them are heavily reliant on computers and information technology and thanhgceliis
expected to grow for the foreseeable future. The use of cyber weapons aris a@saan
instrument of power projection and influence is becoming increasingly more comifios
scienc' of moderr warfare has entere: the informatior age. The rapic advanceme! of cybei
attack capabilities and the emergence of cyber warfare have caught gownemdemilitary
leaders around the world off guard. Cyber warfare issues are of a growing natiberaist
and concern. In addition, cyber capabilities have now become a critipactasf modern
day warfare and as such, must be integrated into military doctrine. A numin@tiohs are
Incorporating cyber warfare as a new part of their military doctrine. e '
The development, acquisition and use of cyber attack capabilities #* )
demand governments, militaries and the technology sector take l_

decisive actions to mitigate risks. i~
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As nations around the world continue their efforts to pull together all
components of a cyber security program, the greatest challenges may be th@anaoiti
approach and the fact that governments and the high tech industry have to work tdget
addres this growinc threa. Wher you conside the foreigr relations issues the intricacie: of
international law and the blur of attribution, as well as the political isghat surround cyber
conflict, the complexity of this unique threat environment becomes clear and de
concerning. As this complexity continues to increase, decision makers in peg aphelons
of the national and international security community require a solid understanéliagper
security, cyber terrorism and cyber warfare in order to effectively &%
interact with military officers, senior civilians, political A l

appointees, Congress, the media, leaders of industry, and ,
.

B
international organizations. i -
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Cyber warfare is now viewed as a component of a comprehensive nati
security strategy rather than a stand alone option. It is paramount thatlaeymntelligence
agencies, government leaders, and the homeland security community develpprapriate
doctrine to systematicall anc appropriatel counte the threa of cybel terrorisn anc cybe!
warfare. This program examines the current international and domesiesiss they might
apply to acts of cyber aggression, and uses case study summaries ofeaetusl in an effort
to develop real-world insights and can be delivered in a classified andssifed setting. Of
special interest to the military, intelligence, government leaders and lanthesecurity
communities, this program provides a common understanding =
and context for discussion, coordination and decision making. A — !—
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Businesses, governments and militaries face increasing uncentaing/cyber warfare
domain. This program is highly interactive and addresses real-wali@eges. In June of
2009, the House Armed Services Committee moved to escalateybeb warfare efforts with
a five-part defensive plan for protecting critical military systemhis included education
efforts required to develop the human capital needed today and in thedmibab future. A
report released in October of 2009 by RAND stated "Adversariegurefwars are likely to go
after each other's information systems using computer hacking.stiitie also found that the
United States and many other nations that use and rely on extecedbsible computer
networks — such as ones used for electric power, telephone = E
service, banking, and military command and control — as a v

foundation for their military and economic power are vulnerable _ l—

to cyber attack. K
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Introduction and Overview
Setting the Cyber Security Stage
* Special Analysis & Study

. Cyber Hacktivism
* Special Analysis & Study

Cyber Espionage
* Special Analysis & Study

Cyber Terrorism
* Special Analysis & Study

Cyber Intelligence
* Special Analysis & Study

» Special Analysis & Study

This program is designed to introduce participa
to the fundamental components that comprise t
cyber threat environment and their relationshi
the principles of national and international secur
This program is heavily weighted with current
real-world cyber events and threat analysis.
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Through these classes, Technolytics delivers a
.~ Special Analysis & Study comprehensive global cyber security and cyber
. Cyber Warfare Doctrine & Strategy intelligence review, encompassing risks and thre
. Special Analysis & Stu to your organization’s reputations and informai
11. International Issues (Investigations) assets. Our formats range from 1.5 hour briefing
. Special Analysis & Study a 2.5 day-long formal training courses as well ag
12. GhostNet Case Study and Analysis our 16 week academic program and our distancy

«  Group Assignments learning program is now available as well.
13. The Problems of the Near Future =

Cyber Attack Process

5"
* Special Analysis & Study -

. . . )

14. Group Assignment Presentations l—

15. Summary & Review »
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16. Examination i
» (Certificate Program Requirement)
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The Technolytics Institute is a leading international security trainimg) services provider.
The reason for our success is our commitment to real-time updates to our awrjcu
quality, and real world experience. It is a well known fact that those wiemdtour programs
earr their certificate. For this reasol graduate from our course are respecte anc in high
demand. Founded in 2000 the Technolytics Institute is an executive think-tank thagg$amus
the needs of management in business, government and industry. The Institute dhesates

centers of excellence: Business and Commerce, Security and Intelligeddbe Center for
Science and Technology

The Technolytics Institute
4017 Washington Road
Mail Stop 348

McMurray, PA 15317

P 888-650-0800

F 412-291-1193

| www.technolytics.com




